HUONG DAN
GIAO DICH AN TOAN DICH VU TRUNG GIAN THANH TOAN

l. NGUYEN TAC VE BAO MAT THONG TIN

TUYET POl KHONG:
a) Mo tai khoan va dang ky dich vu cho nguoi khac sur dung;

b) Tiét 16 ma PIN, mat khau, tén dang nhap (username), mat khiu thanh toan caa bat ky dich vu nao
cho bat ky ai qua bat ky kénh nao nhu dién thoai, email, duong link;

¢) Click vao cac duong link la va khai béo théng tin ca nhan cho bt ky dia chi email da gui dén hoac
dién thoai t6i. ZION khdng bao gid chu dong yéu cau Quy khach hang khai bao cting mét ldc ca tén
dang nhap va mat khau truy cap dich vu qua dién thoai hoic email;

d) Chuyén tién, nap tién vao s dién thoai hay cong cu tuong duong dé lam thu tuc nhan thuéng. ZION
khong bao gid yéu cau khéach hang chuyén tién, nap tién vao sé dién thoai dé nhan thuong bat ky
chuong trinh khuyén mai nao cua ZION;

QUY KHACH NEN:
a) Vé thiét 1ap Ma khoa bi mat (Ma PIN, Mat khau va mat khau thanh toan):

e Sir dung mat khau du tin cay co du do6 dai tir 6 ky ty gom cac ky tu chit va s6, ¢ chtra chir hoa,
chir thuong hoac cac ky tu dac biét.

e Khong nén sir dung Mat khau cé chira thong tin mang tinh c4 nhan ma ngudi khac dé dang suy
doan nhu ngdy thang nam sinh, sb dién thoai, bién sé xe, tén ban than, tén cua nguoi than nhu
vo chong, con, day s6 lién tuc don gian nhu 123456;

e Tuan thu cac hudng din an toan thiét lap Mat khau, ma khoa bi mat cua Ngan hang phat hanh
khi giao dich qua dich vu ngan hang dién tu, giao dich thé.

b) Veé bao mat khau:

e Doi mat khau truy cap cac dich vu thuong xuyén dé dam bao an toan cho hoat dong giao dich;
Mat khau c6 gié tri sir dung trong thoi han 12 thang, hét thoi han trén khach hang phai thay doi.

e Tranh viét mat khau ra giay hoic ghi chép duéi hinh thirc khac;

e Thay d6i mat khau truy cap dich vu ngay Iap tic khi phét hién minh vira click vao duong link
nghi ngo gia mao hoac vo tinh tra loi thong tin cho nguoi la goi tdi;

e Bao vé mat khau, ma khéa bi mat, OTP va khong chia sé¢ cac thiét bi luu trit cc thdng tin nay;
II.  NGUYEN TAC VE SU DUNG DICH VU AN TOAN.
a) Dé dang nhap vao st dung cac dich vu trung gian thanh toan caa ZION, Quy khach nén truy cap vao

website, ang dung cia ZION tai dia chi: https://123pay.vn; https://zalopay.vn; Ung dung ZaloPay
trén kho ung dung ghi nhan ZION la don vi cung Gng;



https://123pay.vn/
https://zalopay.vn/

b)

f)
9)

h)

Khi nhan dugc tin nhan OTP, tin nhan dich vy tir ZION, can kiém tra ki noi dung tin nhan. Néu noi
dung khong khop ding giao dich dang thyc hién, Quy khéch tuyét déi khong sir dung tin nhin nay
vao bat ky dich vu nao;

Khi hé thong dang xu ly giao dich, khong thoat khoi man hinh giao dich va cho théng béo két qua
tir hé théng trudc khi thuc hién giao dich khéach;

Ludn nhé dang xuat/thoat khoi hé thong ngay sau mdi lan truy cap, sir dung dich vuy;

Chi dung may tinh cong cong dé truy cap, thuc hién giao dich thanh toan trong truong hop that su
can thiét va sau d6 phai sir dung phuong tién an toan dé thay d6i ngay ma khda bi mat tai khoan
dang nhap.

Khong Iuu lai tén dang nhap va ma khoa bi mat trén cac trinh duyét web.

Cai dat, sir dung phan mém diét vi rat trén thiét bi c& nhan sir dung dé giao dich. Khong cai dit cac
phan mém, cong cu tién ich tir cac trang web khong tin cay, khéng c6 ban quyén;

Khéng st dung cac thiét bj di dong d bi pha khoa dé tai va sir dung phan mém ZaloPay.
HUONG DAN GIAO DICH AN TOAN.

Tuan thu quy tic an toan giao dich thé, tai khoan cua ngan hang phat hanh ma Quy khach st dung
dé thanh toén;

DPam bao khong ai thay thong tin the, tai khoan ngan hang Quy khéch sir dung dé giao dich;

Kiém tra chi tiét giao dich truéc khi thanh toan. Trong trudng hop c6 thac mac, vui 1dng thong bao
cho ZION qua dau méi cham soc khach hang;

Néu cd nghi ngo giao dich trai phép can théng bao ngay cho ngan hang phat hanh theé, tai khoan va
ZION dé ngung giao dich ¢ lién quan;

Pam bao quyén sir dung thé khi giao dich.

Doc k§y chinh sach ciia ZION, don vi cung cap hang hoa, dich vy (bén ban hang) trudc khi dong y
thanh toan;

Lubn nh¢ thoat/Pang xuét khoi website, tng dung sau khi két thic giao dich;

Pam bao tat ca cc giao dich tai cac don vi cung cap hang hoa, dich vu phai duoc tién hanh trudc
mét caa Quy khéch;

Giir lai cac chi tiét giao dich va cac chung tir lién quan dé phuc vy tra soét sau nay.

LIEN HE VOl ZION

Bd phan cham soc khach hang:

Email: hotro@zalopay.vn (d6i véi dich vu ZaloPay); hotro@123pay.vn (d6i véi dich vu 123pay);
Hotline: 1900545436;

Pia chi van phong: Tang 12 Toa Nha Flemmington, sé 182 Lé Pai Hanh, Phuong 15, quan 11, thanh
phb H6 Chi Minh, Viét Nam;

Dia chi tru sé: 52 Nguyén Ngoc Loc, phuong 14, quan 10, tp. H6 Chi Minh.
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